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Authentication with the PUF key

Cryptographic authentication of a chip is done with a secret key that is extracted from the SRAM PUF. This 
extraction is done with Intrinsic-ID’s Quiddikey IP. Quiddikey guarantees the entropy of the key as well as a 
correct and secure key reconstruction under all circumstances. In contrast with the conventional approach, 
the PUF key is extracted from the chip and not externally programmed. It is linked to the chip’s physical 
characteristics and inherently protected against cloning and tampering.

Detailed Operation of Quiddikey

During the key reconstruction phase, Quiddikey receives the Activation Code (AC) and reads the SRAM 
startup pattern. The AC includes helper data to enable Quiddikey to recreate the PUF key. It then receives a 
Key Code (KC), which is effectively an encrypted or wrapped user key. Quiddikey reconstructs the user key 
and provides this key to the host system. 
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