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Thick Client Testing

Customized to fit the Overview
Un-|que _needs of your Because security testing efforts often focus on web and mobile applications, many
thick client software thick client applications don't undergo rigorous analysis. However, these applications

can contain serious security problems, including memory corruption vulnerabilities,
injection vulnerabilities, cryptographic weaknesses, and client-side trust issues. Such
vulnerabilities can lead to a complete compromise of systems where the thick client
software is installed, unauthorized access to server-side information, and more.

Thick client applications involve both local and server-side processing and often

use proprietary protocols for communication. They may also contain multiple client-
side components running at different trust levels. Simple, automated vulnerability
assessment scanning isn't enough. That's why we customize each of our thick client
tests to the application.

An approach as unique as your software

Our thick client application assessments start with a risk-based analysis of both your
thick client software and the server-side APIs it communicates with. The analysis
identifies:
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https://twitter.com/SW_Integrity
https://www.facebook.com/�°������ϲʿ���SoftwareIntegrity
https://www.youtube.com/channel/UC0I_hKR1E-Ty0roBUEQN4Ww
https://www.linkedin.com/showcase/7944784/
http://www.synopsys.com/software
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